D C s DEFINED COMPLEX SOLUTIONS

External Attack Surface Report

Example Company Ltd - October 2026

Prepared 04 November 2026 - Plan: Pro - Scope: example-company.co.uk, components.example-company.co.uk

Your external attack surface scores 98/100 (Good). No significant issues found. Keep it that
way. Since the baseline scan: 2 new, 9 fixed.

SCORE CRITICAL HIGH MEDIUM LOW INFO

9 8 0 o 0 2 8
/100

Good

TOP THREE ACTIONS

+ Nothing urgent this month

No action-level findings. Review the informational items at your leisure.

2 9 12 3

new since the baseline fixed since the baseline unchanged
scan scan

hosts - 3 IPs scanned

Cloudflare note. 3 of 3 scanned IPs belong to Cloudflare's network. Port, service and TLS findings on those addresses
describe Cloudflare's edge, not your own server, and are marked — Your origin server was not directly
reachable from this scan, which is the intended effect of Cloudflare. 4 TLS findings describe settings only Cloudflare controls
and your plan cannot change; they are listed under "Managed by Cloudflare" and not counted in the score.
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DCS Findings - Example Company Ltd - October 2026

Findings by severity

Each finding shows what we saw (evidence) and what to do about it (fix). Status compares with the baseline scan.
Score deductions: Critical 25, High 10, Medium 4, Low 1, Info 0. Findings managed by Cloudflare are listed at the end
and do not count.

Critical - O

None.

None.

None.

Low - 2

DMARC has no reporting address [ NEW

components.example-company.co.uk - Email authentication (SPF, DKIM, DMARC) - 03c3cdcad400
EVIDENCE v=DMARC1; p=reject;

FIX Add rua=mailto:dmarc@components.example-company.co.uk (or a DMARC reporting service) so
spoofing attempts are visible.

DMARC policy is p=quarantine @

example-company.co.uk - Email authentication (SPF, DKIM, DMARC) - 8¢212851dd12
EVIDENCE v=DMARC1; p=quarantine; rua=mailto:dmarc@example-company.co.uk; adkim=r; aspf=r

FIX Move to p=reject once reports show no legitimate mail failing.

1live subdomain discovered [ UNCHANGED ]

components.example-company.co.uk - Subdomain discovery - 2f3b68d409d1
EVIDENCE components.example-company.co.uk

FIX Review the list. Anything you do not recognise or no longer use should be decommissioned and its
DNS record removed.

Breached-credential check not run UNCHANGED

components.example-company.co.uk - Breach exposure check - dfe8a4f10c22
EVIDENCE The breach exposure check was not enabled for this scan

FIX No action. It will be included once enabled for your account.
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4 live subdomains discovered

example-company.co.uk - Subdomain discovery - e725b1472a0e

EVIDENCE components.example-company.co.uk, example-company.co.uk, new.example-
company.co.uk, www.example-company.co.uk

FIX Review the list. Anything you do not recognise or no longer use should be decommissioned and its
DNS record removed.

Breached-credential check not run UNCHANGED
example-company.co.uk - Breach exposure check - 26ae1740d503

EVIDENCE The breach exposure check was not enabled for this scan

FIX No action. It will be included once enabled for your account.

3 standard Cloudflare ports open on edge

203.0.113.10 (example-company.co.uk) - Port and service discovery - b44d6626235e
EVIDENCE tcp/80, tcp/443, tcp/8080 — proxied by Cloudflare, service hidden

FIX No action. Cloudflare answers on these ports for every proxied site; they are not your server.

3 standard Cloudflare ports open on edge

203.0.113.11 (example-company.co.uk) - Port and service discovery - 064f971fdcc3
EVIDENCE tcp/80, tcp/443, tcp/8080 — proxied by Cloudflare, service hidden

FIX No action. Cloudflare answers on these ports for every proxied site; they are not your server.

3 standard Cloudflare ports open on edge

203.0.113.13 (example-company.co.uk) - Port and service discovery - b35d0f405¢1f
EVIDENCE tcp/80, tcp/443, tcp/8080 — proxied by Cloudflare, service hidden

FIX No action. Cloudflare answers on these ports for every proxied site; they are not your server.

Certificate expiry

Cloudflare edge for example-company.co.uk (3 hosts) - TLS and certificate review - d119afeb5956

EVIDENCE The certificate expires in 33 days.
Hosts: components.example-company.co.uk, example-company.co.uk, www.example-
company.co.uk

FIX Cloudflare renews this certificate automatically; no action unless it drops under 7 days.

Managed by Cloudflare - 4

These describe Cloudflare's edge, which proxies your site. They are outside your control on your current Cloudflare
plan, so they are reported for completeness and do not affect the score.

Certificate trusted via wildcard only Low

Cloudflare edge for example-company.co.uk (2 hosts) - TLS and certificate review - 88061d4d73e4

EVIDENCE The certificate covers this host through a wildcard name (*.domain) rather than
naming it directly.
Hosts: components.example-company.co.uk, www.example-company.co.uk

Cloudflare's Universal certificate covers the zone with a wildcard. A certificate naming each host needs the Advanced
Certificate Manager add-on or a custom certificate on a Business plan or above. Cosmetic either way.
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BREACH LOW CLOUDFLARE UNCHANGED

Cloudflare edge for example-company.co.uk (3 hosts) - TLS and certificate review - ca63940ac8d0

EVIDENCE The website compresses responses (HTTP compression). On its own this is low
risk; it only matters if pages also reflect secret values, such as session
tokens, alongside user input (the BREACH attack).

Hosts: components.example-company.co.uk, example-company.co.uk, www.example-
company.co.uk

Cloudflare compresses responses at its edge. This only matters for a page that reflects user input next to a secret; turning
compression off for such pages needs a Compression Rule and slows the site.

Lucky13 Low

Cloudflare edge for example-company.co.uk (3 hosts) - TLS and certificate review - c64e2999ba65

EVIDENCE The server offers older cipher suites that use CBC mode, which are open in
theory to the Luckyl3 timing attack. Modern browsers prefer other suites, so
the practical risk is low.

Hosts: components.example-company.co.uk, example-company.co.uk, www.example-
company.co.uk

Cloudflare chooses the cipher suites offered at its edge. Restricting them (which also removes the CBC suites behind
Lucky13) needs the Advanced Certificate Manager add-on or an Enterprise plan; nothing can be changed on the Free or Pro
plans.

Obsolete ciphers offered Low

Cloudflare edge for example-company.co.uk (3 hosts) - TLS and certificate review - 364c9ed2b3d5

EVIDENCE The server still offers obsolete cipher suites alongside modern ones.
Hosts: components.example-company.co.uk, example-company.co.uk, www.example-
company.co.uk

Cloudflare chooses the cipher suites offered at its edge. Restricting them (which also removes the CBC suites behind
Lucky13) needs the Advanced Certificate Manager add-on or an Enterprise plan; nothing can be changed on the Free or Pro
plans.

Fixed since the baseline scan - 9

DMARC policy is p=none (monitor only) [ EDIUM

example-company.co.uk

No DMARC record

components.example-company.co.uk

No SPF record on non-mail domain

components.example-company.co.uk

BEAST

Cloudflare edge for example-company.co.uk (3 hosts)

HTTP Strict Transport Security missing

Cloudflare edge for example-company.co.uk (3 hosts)
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No CAA DNS record

Cloudflare edge for example-company.co.uk (3 hosts)

TLS 1.0 offered

Cloudflare edge for example-company.co.uk (3 hosts)

TLS 1.1 offered

Cloudflare edge for example-company.co.uk (3 hosts)

TLS grade B [ INFO )

Cloudflare edge for example-company.co.uk (3 hosts)
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DCS Appendix - Assets scanned - October 2026

Appendix A - Assets in scope

HOST RESOLVES TO SERVED BY
example-company.co.uk 203.0.113.13, 203.0.113.10, 203.0.113.11, 2001:db8::3, Cloudflare
2001:db8::1, 2001:db8::2 edge
components.example- 203.0.113.10, 203.0.113.13, 203.0.113.11, 2001:db8::3, Cloudflare
company.co.uk 2001:db8::2, 2001:db8::1 edge
www . example-company.co.uk 203.0.113.11, 203.0.113.13, 203.0.113.10, 2001:db8::1, Cloudflare
2001:db8::2, 2001:db8::3 edge
Appendix B - Open ports
P PORT SERVICE NOTE
203.0.113.10 (example-company.co.uk) 80 Proxied (service hidden) Cloudflare edge
203.0.113.10 (example-company.co.uk) 443 Proxied (service hidden) Cloudflare edge
203.0.113.10 (example-company.co.uk) 8080 Proxied (service hidden) Cloudflare edge
203.0.113.11 (example-company.co.uk) 80 Proxied (service hidden) Cloudflare edge
203.0.113.11 (example-company.co.uk) 443 Proxied (service hidden) Cloudflare edge
203.0.113.11 (example-company.co.uk) 8080 Proxied (service hidden) Cloudflare edge
203.0.113.13 (example-company.co.uk) 80 Proxied (service hidden) Cloudflare edge
203.0.113.13 (example-company.co.uk) 443 Proxied (service hidden) Cloudflare edge
203.0.113.13 (example-company.co.uk) 8080 Proxied (service hidden) Cloudflare edge

Port and service discovery over the 1000 most common TCP ports, with service identification, from scanner IP 203.0.113.250.

Appendix C - Subdomains discovered

components.example-company.co.uk: 2 names found via public sources; 1 resolves.

SUBDOMAIN

components.example-
company.co.uk

RESOLVES TO

203.0.113.13, 203.0.113.10, 203.0.113.11,
2001:db8::3, 2001:db8::1

example-company.co.uk: 6 names found via public sources; 4 resolve.

SUBDOMAIN

components.example-
company.co.uk
example-company.co.uk

new.example-company.co.uk

www . example-company.co.uk

DCS - Example Company Ltd - October
2026

RESOLVES TO

203.0.113.13, 203.0.113.11,
2001:db8::2, 2001:db8::3

203.0.113.10,

203.0.113.11, 203.0.113.10,
2001:db8::3, 2001:db8::1

203.0.113.13,

203.0.113.10, 203.0.113.13,
2001:db8::1, 2001:db8::3

203.0.113.11,

203.0.113.10, 203.0.113.11,
2001:db8::3, 2001:db8::2

203.0.113.13,

https://definedcomplexsolutions.co.uk/terms/
#scanning

2001:db8::2,

2001:db8::1,

2001:db8::2,

2001:db8::2,

2001:db8::1,

SERVED BY

Cloudflare
edge

SERVED BY

Cloudflare
edge

Cloudflare
edge

Cloudflare
edge

Cloudflare
edge
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Appendix D - Checks performed

CHECK WHAT IT LOOKS AT

Port and service discovery The most common TCP ports on every in-scope address, with service identification.
Subdomain discovery Public records and certificate logs, to find hostnames you may have forgotten about.
DNS hygiene Zone-transfer exposure and dangling records that invite subdomain takeover.

Email authentication (SPF, DKIM, Whether SPF, DKIM and DMARC are published and enforced, so your domain cannot be
DMARC) used for spoofing.

TLS and certificate review Protocol versions, cipher strength, certificate validity and known TLS weaknesses on

every HTTPS host.

Known-vulnerability checks Published vulnerability and misconfiguration signatures of medium severity and above,
run non-intrusively.

Breach exposure check Whether email addresses on your domains appear in known public data breaches.

Status this month

CHECK TARGET STATUS

Target resolution all assets Completed
Port and service discovery all assets Completed
Subdomain discovery example-company.co.uk Completed
DNS hygiene example-company.co.uk Completed
Email authentication (SPF, DKIM, DMARC) example-company.co.uk Completed
Breach exposure check example-company.co.uk Completed
Subdomain discovery components.example-company.co.uk Completed
DNS hygiene components.example-company.co.uk Completed
Email authentication (SPF, DKIM, DMARC) components.example-company.co.uk Completed
Breach exposure check components.example-company.co.uk Completed
TLS and certificate review example-company.co.uk Completed
TLS and certificate review components.example-company.co.uk Completed
TLS and certificate review www . example-company.co.uk Completed
Known-vulnerability checks all assets Completed

A check marked "Did not complete" is re-run automatically next month; nothing is needed from you. Findings from the previous
report that depended on it are carried forward as "not re-checked" rather than shown as fixed. Scans are non-intrusive and run only
against assets you have authorised under https://definedcomplexsolutions.co.uk/terms/#scanning. Findings describe what is visible
from the public internet on the scan date; they are not a guarantee that no other weaknesses exist.
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